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Data portability put to practice

Enabling easy downloads of heaps of data
can be quite a winding road

VPR



Where are we going today?

Demonstrate: Show you how useful “data portability”
can be delivered to real people

Share: Show you some of our learnings and
some nitty gritty topics we addressed

Discuss: Table a few teething topics and
provoke discussion amongst you

Avoid: Teaching GDPR
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How will we get there?

Context Wearables, watches, work-outs & the web

Easy does it Share, download, import, export and explaining it
Mechanics APls, authentication & authorization

Accountability Demonstrate that we achieve what GDPR requires
Loose ends Ten teething topics

route TOMTOM



Wearables, watches, work-outs and the web
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Import, export — initiated at TomTom

YT TEETEZYT e 26 wad sz QI n & TP
< CONNECTED APPS SETTINGS @ https:/mysports.tomtom.com : @ https:/api.nike.com :
@) GocgleFit EXPORTING ACTIVITIES SETTINGS w—
° € MapMyFitness
—— ° CONNECT TO USE YOUR NIKE-+ DATA WITH TOMTOM
- MYSPORTS
d MyFitnessPal
0’ t
\ «+ NikePlus x
. Log in
Select your sport sites
) RunKeeper
. 4/ Strava
TaiwanMySports
Join Now.
Endomondo
ﬂ TrainingPeaks
WHAT WE ARE SYNCING.

| Jawbone
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Export, import — initiated elsewhere
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Connections (! @ https:/mysports.tomto g TomTom

DEVICES AND APPS MY DEVICES TOMTOME SPORTS TomTom
Connect your TomTom data with dacadoo. dacadoo
integrates weight and fat mass (weighing scales)
: as well as steps and workouts (with GPS tracking
Detices S Gpps dacadoo would like to have access to: points if available) and heart rate data from TomTom
(activity trackers).

Please be aware that connecting more than one

device or app which is counting the same type of - your activity list and activity details data A
data is not encouraged. This leads to double counting SO ZAXT SEHY LTAEKIG Aot INCHIBING S6p Settings
which is currently not blocked on dacadoo. counts, total distance, active time, calories and Workouts .
Samsung Heain sleep Heatrates .
- your 24x7 heart rate data Steps .
st Strava oo e Weights o
Sleep ®

You can revoke this access from TomTom
Sports Settings : Apps & Exporters
section at any moment.

suunto Suunto (Movescount)
Save Settings

romrom TomTom :
EMAIL ADDRESS Synchronize

'.’.. Withings

PASSWORD

7 easy does it

N

v Vddnm

= SETTINGS @ nm 9 £

EXPORTING ACTIVITIES

°°
°F ime

Currently exporting to

| dacadoo %

Select your sport sites

Select the websites you want to automatically

TOMTOM?



Explaining it - in multiple ways

Tomrome : A

EXPORTING YOUR ACTIVITIES TO OTHER
WEBSITES AND FILE TYPES

Click here to see which products/categories this appiles to,

When you connect your TomTom Sports device to TomTom Spoets Connect on your computer or to the
TomTom Sports mobile app, your new activitios are automatically uploaded to TomTom Sports. You can also
choose to automatically upload your activities to other 3rd party applications or save them on your
computer in various file types.

To configure the export of your activities in TomTom Sports, follow these steps:

) Go 10 mysports.tomtom.com/app/settings/exporters.

2 Click the + next to the exparter you wish to add

3 To configure automatic export of your activities to a 3rd party application. 9o 1o Select your Sports

Sites. select the application i Log in and g in 1o the A

cation of your choice

4 To configure auLtomatic backup of your activities On your computer, go to Save to your Computer

and select a file type

Once an export to a new 3rd party application or file type Is added, all new activities are also transferred to

that application or your computer in the sefected file type.

e Note: Files cannot be generated using the TomTom Sports moblle app. You can only generate files
by connecting to TomTom Sports Connect on your computer.

AUTOMATIC EXPORT OF YOUR ACTIVITIES FROM TOMTOM
SPORTS

+ Endomondo

« Jawbone

8 easy does it

Privacy | How we use your data

Table of contents

TYomTom Sports Devices and Apps
TomTom Sports applications
TomTom Sports Watch information
TomTom Fitness Tracker
information

Import your activities from other

sports applications

s UPDATES  SUPPORT BUSINESS '

3 or 9. 4 01607
< HOW WE USE YOUR INFO < )

We break down how we use your info in these
sections. Or read the full document online

Introduction & general >

TomTom account >

Data collected and recorded >

Register & support

v

Share your activities to Social Media >

Export to other Sports websites >
Reguster, receive supp

Mobile App permissions >
activities ans
Share your activities t your

Media

Export your activities to other Protecting your information
Sports applications

TomTom Sports mobile application

Enable statistics and rankings

TomTom Sports Devices and Apps

While you use your TomTom Sports device and TomTom Sports applications, they continuously capture and store

information. This includes information about where you are and information such as heart rate, step rate, and body

TOMTOM?



Application Program Interfaces

A data protection “fire wall”
TomTome e

FOSt DEVELOPERS

»TOMTOM SPORTS CLOUD

HOME AUTHORIZATION CACHING DOCUMENTATION SUPPORT

What is the TomTom Sports Cloud?

Whaen the registered user of a TomTom Sports Watch or TomTom Fitness Tracker records an act
syncs 24x7 fitness tracking data, it Is stored in the TomTom Sports Cloud - a cloud based stor,
sports and fitness data, goals and achievements.

TomTom Sports Cloud API

We encourage innovative third party application developers to responsibly integrate TomTom
applications. As an application developer, you can use the Sports Cloud API to integrate with t

The TomTem Sports Cloud API raquires end-usar authorization before your application can get
authorization makes use of the OAUth2 0 authorization framework. Datails of how you use this
authorization section of our TomTom Sports Cloud API documentation. Additional information
doing an online search for "oauth2 simpified™

Getting Started

1 Register/Sign in to TormTom Developer Portal,
2 Crante A rvw Annlicatinn

responsible and liable on an on-going basis for the decisions reg ]

parties relating to the Application or the Sports Cloud APIL
12. DATA PROTECTION

121 The Parties will observe all provisions of the relovant privacy and data
protection laws regul - farly where t of such
provisions affects the interests of the other Party or the End User. Each Party
shall indemnify the other Party against claims resuiting from or In connection
with the Indemnifying Party’s non-observance or insufficient observance of
the aforementioned provisions.

12.2 The privacy of any and all End Users Is of paramount importance to
TomTom and its End Users. You and your Application will not be permitted
to retrieve any of that End User's data via the TomTom Sports Cloud API
uniess you have recelved an explicit autharization from that End User for the
Scope indicated by the End User. This aut lon may only be solicited
using rization components of the Sports Cloud APL

12.3 1t is your responsibility to ensure that your Application requests the
smallest set of Scopes necessary to provide its functionality to the End-User,

¢t 8l reasons for requesting these Scopes are made clear to the End-
User prior to engaging In the autharization flow with TomTom,

124 At the point you request data belonging to an End-User you become

purpose and means of subsequent processing, including confidentiality,
integrity and availability of that data in transit to your Application and at any
point of onward transmission, storage or processing. You must be compliant
with all legisiation in force across all relevant territories and must not hold
TomTom liable for any loss or damages incurred by you Or Third Parties as a
result of failure to comply with this legislation

12.5 For your Application 1o reguest Data belonging to an End User, where
that Data is only visible and accessible to that End-User on TomTom
Hardware or TomTom service once he or she has authenticated, your
Application must apply a similar request for authorisation, For the avoidance
of dout this means that you must not publicly dis: Qor broadcast an End
Usor's data which & in conflict with TomTom's own privacy pokcies to be
found on Privacy Policy,

13, TERM AND TERMINATION
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Nitty gritty topics we took care of — focusing on user benefit

« Raw sensor data versus sanitized, smoothed, sensible data

« User request, authentication, authorization, auditing, accounting:
giving, withdrawing & conditions for lawful processing

« Authorizing a third party — especially outside EEA
* Noticeable versus “in the back” downloads, imports & exports

« Lifetime of authorization validity — non activity and bad actors

« Security, capacity, availability management & cost charging
mechanics TOMTOMW?



Requirements from GDPR article 20, recital 68 and WP29s view

* Right applies in case of automated means & consent or contract execution

+ Receive data provided & transmit to another without hindrance
« Transmit directly to another where technically feasible

«  Structured, commonly used, machine readable format
* Interoperable format (as mentioned in recital)

«  Consider rights and freedoms of others
»  Consider right to erasure independently

«  WP29 in opinion WP242 rev.01 key points:
— Highlight data portability, explain difference with right to access and the relation to erasure
— “Provided by” to also include “observed by virtue of using a service”
— Don’t easily use rights and freedoms of others or yourself to deny portability requests
— Don’t raise a higher bar on identification/authentication/authorization than you already have
— Act without undue delay, especially when the answer is "no, because...”
— Processing for data portability is “ancillary to main processing”

accountability TOMTOM W



Ten teething topics

ok wnN
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What is/are the article 6 condition(s) to lawfully process personal data
for data portability once requested by a data subject?

“Provided to” versus “observed”, “collected from”, “inferred” and “derived”
Transient personal data, stored personal data and user expectations
Transmit when “technically feasible”: eh, cost of implementation?

Without hindrance: does a controller have to bend over backwards on direct
transfers or can he impose operational andfinancial demands on third parties?

How to deal with processing which does not require identification?
Intellectual Property Rights in relation to “commonly used” formats

Interoperable formats don’t automagically result in interoperability:
a source of complaints, class actions, PR efforts, enforcement and litigation

Rights of others: e.g. owner versus user of a device

. When does data portability become a data breach and what to do then?

loose ends TOMTOM



Where are we going today? I:':':I

Demonstrate: Show you how useful “data portability”
can be delivered to real people

Share: Show you some of our learnings and
some nitty gritty topics we addressed

Discuss: Table a few teething topics and

provoke discussion amongst you

Avoid: Teaching GDPR

T h a n k yo u 2 destination TOMTOMW®

Any views, gripes, questions?

TOMTOM?



