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VPR

Enabling easy downloads of heaps of data 
can be quite a winding road



Demonstrate: Show you how useful “data portability” 
can be delivered to real people

Share: Show you some of our learnings and 
some nitty gritty topics we addressed

Discuss: Table a few teething topics and
provoke discussion amongst you

Where are we going today?

2 destination

Avoid: Teaching GDPR



How will we get there?

Context Wearables, watches, work-outs & the web

Easy does it Share, download, import, export and explaining it

Mechanics APIs, authentication & authorization

Accountability Demonstrate that we achieve what GDPR requires

Loose ends Ten teething topics

3 route
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Wearables, watches, work-outs and the web

context



Share, download

5 easy does it



Import, export – initiated at TomTom

6 easy does it



Export, import – initiated elsewhere 

7 easy does it



Explaining it - in multiple ways

8 easy does it

support
site

privacy
pages

in app



Application Program Interfaces
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A data protection “fire wall“

mechanics



Nitty gritty topics we took care of – focusing on user benefit

• Raw sensor data versus sanitized, smoothed, sensible data

• User request, authentication, authorization, auditing, accounting: 
giving, withdrawing & conditions for lawful processing

• Authorizing a third party – especially outside EEA

• Noticeable versus “in the back” downloads, imports & exports

• Lifetime of authorization validity – non activity and bad actors

• Security, capacity, availability management & cost charging
10 mechanics



Requirements from GDPR article 20, recital 68 and WP29s view

• Right applies in case of automated means & consent or contract execution

• Receive data provided & transmit to another without hindrance
• Transmit directly to another where technically feasible 

• Structured, commonly used, machine readable format
• Interoperable format (as mentioned in recital)

• Consider rights and freedoms of others
• Consider right to erasure independently

• WP29 in opinion WP242 rev.01 key points:
– Highlight data portability, explain difference with right to access and the relation to erasure
– “Provided by” to also include “observed by virtue of using a service”
– Don’t easily use rights and freedoms of others or yourself to deny portability requests
– Don’t raise a higher bar on identification/authentication/authorization than you already have
– Act without undue delay, especially when the answer is ”no, because…”
– Processing for data portability is “ancillary to main processing”

11 accountability



Ten teething topics 

1. What is/are the article 6 condition(s) to lawfully process personal data 
for data portability once requested by a data subject?

2. “Provided to” versus “observed”, “collected from”, “inferred” and “derived”
3. Transient personal data, stored personal data and user expectations
4. Transmit when “technically feasible”: eh, cost of implementation?
5. Without hindrance: does a controller have to bend over backwards on direct 

transfers or can he impose operational andfinancial demands on third parties?
6. How to deal with processing which does not require identification?
7. Intellectual Property Rights in relation to “commonly used“ formats
8. Interoperable formats don’t automagically result in interoperability: 

a source of complaints, class actions, PR efforts, enforcement and litigation
9. Rights of others: e.g. owner versus user of a device
10. When does data portability become a data breach and what to do then?
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we had to take a stance on

loose ends



Thank you

Any views, gripes, questions?

Demonstrate: Show you how useful “data portability” 
can be delivered to real people

Share: Show you some of our learnings and 
some nitty gritty topics we addressed

Discuss: Table a few teething topics and
provoke discussion amongst you

Where are we going today?

2 destination

Avoid: Teaching GDPR


